May dién toan va mang dién toan da thay doi thé gidi ctia chdng ta Bay
glo chiing ta co thé 1am vigc, hoc hai, vui chai, chuyén tro, mua sam va
quan ly doi song hang ngay cta minh trén mang ma khong phai ra khoi
c4n nha yén 4m cla ching ta.

Tuy nhlon, khong phai ngug| nao ching ta lién Iao trén mang dién toén X
ciing déu dang tin. Ngudi an danh ding mang dé xach nhiéu hay quay ray
nguoi khac, pha hoai hé thong dién todn hay trif liéu, hodc ngay ca pham
toi ac.

May man thay, nhd vao cac budc phong ngua dan glan quy vij c6 thé trénh
trg thanh nan nhan. Bang cach biét minh mudn gi, can trong, va dling cac
thJet hi bao v, quy vi ¢6 thé thu hudng céc loi ich cla mang dién todn ma
van bao vé su an toan va an ninh cho cac trif li§u va céc tin tlic cd nhan
cla quy vi va gia dinh trong may dién toan.

Mam Méng Nguy Hiém cho Ngudi Dung Mang Dién Toan

Tlly vao cach dung mang cla quy vi dé c6 thé pham vao va cac nguy co
khong cAn thiét, quy vi co thé g3p nguy ca cla nan trdm danh tinh c4 nhan
(khi c6 ai an cap va diing c4c tin tic c4 nhan cla quy vi, c6 I8 d& md céc
truong muc tin dung méi; hay cac hdm doa dén an ninh c4 nhan (doi khi
cOn goi 13 “cyberstalking” nghta 13 deo dudi trén mang hay “cyberbullying
uy hiép trén mang). Dudi day 1a cac cach ké gian va IUia ddo tim c4c nan
nhan trén mang:

”
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* Phishing (mao nhan) — rang “cau” quy vi vao chuyén tiét 1o tin tic

c4 nhan va c4c chi tiét bao mét khac bang c4ch gdi cac email gid mao nhin
gibng nhu tir cac co s6 thuong mai dang hoang.

« Spam (tho tap nhap) — c4c email va 18i nhan lién (instant message)
khong mdi ma gdi, réu rao ban céc hang hoé kha nghi hay hita ting tién
thudng néu quy vi gdi tién cho ngudi gdi tho.

* Malware (phan mém ddc hai) — céc pham meém doc hai (spyware,
Trojans, viruses va worms) c6 thé tu dong cai vao trong may dién toan clia
quy vi, nd dé cho ngudi kiém soét céc phan mém doc hai ndy can cap, hiy
hoai hay xo4 cc hd sa va tril liéu khac cla quy vi.

« Cac chuyén dich khong an toan —céc trang dién todn khong c6 su
bao vé cac mAu daon tra tién trén mang cho an toan, hay c4c cong ty luu
trif tin tiic v& thé khu tril (debit) va thé tin dung khdng c6 hé thdng bao
vé dang hoang va ké gian ¢4 co hdi dot nhap vao cac tin tlic ca nhén cla
quy vi.

* Mang Iu/di chuyén tro — ngudi st dung c6 thé bi nguy hiém néu ho

tiét 10 qué nhiéu vé cac tin tic ca nhan, hay ho dong y dich than dén gp
ngudi ho mdi quen Ian dau trén mang. Ngay c& mot so trang chuyén tro
trén mang ciing c6 thé khdng bao vé an ninh cho cAc tin tidc ¢ nhén.

Bao Vé May Dién Toan va Trir Liéu cda Quy Vi

C4 rét nhidu céch dé ai @ cd thé coi dugc cac tin tic ca nhan cla quy vi.
Ciing may quy vi tu bao v& minh bang nhiu cach.

« Diing tugng chan firewall. Hg thong firewall 13 biic tudng chan v hinh
gilta méy dién toan cla quy vi va mang dién toan. Moi thit vao trong hay rdi
may dién toan cﬂa‘quy vj phai di ngang qua firewall d€ ngan can bét ky thi
gi khong dat tdi dieu kién an ninh an dinh. Trudc khi mua riéng mot tudng
firewall phan cling hay mem quy vi nén kiém qua hé thong hoat dong (hay
0S-operating system) dé xem da c6 sn firewall trong dé va né da duoc
bat Ién chua. (Mac OS X hay Windows Vista |a hai hé thong hoat dong dugc
trung dung rong rai.)

* Gan antivirus software (phan mém chong vi khuan). Phan mém
antivirus thanh loc moi thit di vo trong may dién todn cta quy vi, tim kiem
c4c loai vi khudn da biét tén. i vi khun mdi lic nao ciing dugc tao ra,
quy vi can phéi thudng xuyén cap nhat phan mém ching vi khuan.

* Gan antispyware software (phan mém chong spyware). Spyware

|a phan mém di an theo hoat dong trong may dién toan dé thau thap dif

kién ma quy vi khong biét. Phan mém chong spyware ngan ohan hay X04
b6 spyware. Mot s0 sén pham chong vi khudin ¢6 ludn phan mém chong
spyware.

« Diing b6 phan gan loc spam. Da sb cac hang cung (ing mang dién toan
(Internet service providers —ISPs) va cac chudng trinh email hign bao gom
udn b phan gan loc spam tu dong dé giam thiéu sb lugng emails khong
chinh thic lot vo dugc hdp tho cla quy vi. BAm “delete,” khong can phai md
ra bét ¢ tho spam hay “tho tap nhap” da lot qua dugc b phan gan loc.

* Cap nhat thuong xuyén. Cac cong ty dién toan va phan mém thutng
c4p nhét c4c chuang trinh clia ho ciing kém theo sy bdo vé chdng vi khudn.
Vi vy, chi viéc cap nhat ha thong hoat dong va phan mém khi c6 ban mdi
nhét s& cho quy vj ting phan bao vé. Néu c6 dugc, hay bat phan cap nhat
ty dong dé quy vi dugc béo ngay khi c6 cap nhat.

* Tao cac mat ma khd doan. Mot mat ma kho doén bao gdm cac mau
tu, con s0, va dAu hiéu Ian 1on. Dling bao gid dung céc tin tiic ¢4 nhan,
chang han nhu ngay sinh thang dé clia quy vi, dia chi hay tén thii vt trong
nha. Nén bao gm it nhat tam chi trong mat ma cla quf vi. M4t ma cang
dai cang kho cho ké dot nhap doan hay giai.

* Bo vé su an toan cho hé thong mang khong day (wireless
network) ctia quy vi. Dé ha thong mang “khong khoa” cd nghta bét ct
ngudi ndo § trong pham vi tin higu wifi cla quy vi ciing c6 thé st dung
dugc — va ho ¢6 thé bat dugc trif lidu quy vi géi di hay nhan vao. Bao vé
sU' an toan cho hé thong mang khong day clia quy vi khong kho, né giong
nhu tao mgt mat ma khé doén cho “router” (may phat séng) va b phan
hoat dong encryption (mat ma hod) clia quy vi.

Ghi Chu Quan Trong Vé Cac May Dién Toan Cii

Néu quy vi c6 mdt may dién toan cd, quy vi ¢d thé khong con nhan duge
cac cap nhat va cac “patches” dé bao vé cac yéu diém trong may, ciing
nhu hang ché tao chdc chan khong cung ting su trg giip cho méy dién toan
clia quy vi. B phan do tim st dung trong 4n ban méi khdng hoat dong trong
may ¢ hé thong hoat dong cd hon. Tudng firewall tuong di méi va dugc
bat Ién tu dong bang b phan “default” (md Ién tu dong) clia hang ché tao
st dung cho c4c méy dién toan mdi han. Nhung tudng firewall ¢ thé khong
bét Ién duoc trong cac may cii. Hau qua la méy cii véi “always on” nghia la
dudng ddy lic ndo ciing ndi vao mang véi toc do cao (high-speed) c6 thd b
nguy cd vé mat an ninh va bao mét.

Bdo Vé Su Kin Dao clia Quy Vi Déi Véi (ac Quang Cao Trén
Mang

Canh chimng tin tic ¢4 nhan cla quy vi khi viéng mang dién toan khong
nhiing nglra dugc ké gian, nd con gidp gidm thiéu cac réc rudi nhu cc tin
nhan quang céo gdi tdi Au ta.

Cach don gian nhung hitu hiéu dé duy tri sy kin do 12 tiét It that it vé quy
vi doi v(n cac trang dién toan I§h6ng quen thudc cho \dén khi quj vi quyet
dinh muon giao dich vdi ho. Bat ky khi nao quy vi dién mau don, tham dy
cudc thi trén mang, hay g6i cac di kién qua dudng dién ti, ma nd cd thé bi
dung cho myc dich quéng céo bdi cdng ty cla trang dién todn quy vi dang
viéng, hay bdi thanh phan trung gian mua cac tin tiic nay, quy vi nén doc
“Privacy Policy” (n0i quy vé sy bao mat) cia mang dién toan ma quy vi
tiép xic dé biét chdc ho s& khdng béan hay trao ddi cac thdng tin lién lac
clia quy vi.

Quy vi ciing nén quan Iy cac “cookies.” Cookies ¢ thd dugc gai trong co
pnén may dién toan sau khi quy vi da yiéng trang dién toan do. Coqk/e Sé
d@ cho nguoi cthItrang dién todn do biet cac trang nao qvuy vi da vieng, va
quy vi khi mua sam da hd mon hang nao vao trong xe day. Cac dii kién nay
sé luu lai m0| khi quy vi V|eng trang dién toan. Cac cong ty doi khi dung
cookies dé ho tap trung vao nd luc quang co. Néu quy vi khong mudn trang

dign toan Iuu gilt bt ky c4c dif kién ndo vé quy vi hay nhan ra quy vi I
khéch viéng trd lai, quy vi vn 1&n b phan xoé tu dong cac cookies clia hé
thong do tim mang (interet browser) bt cti khi ndo quy vi hét do tim. Quy
vi ciing cd thé chinh browser khong cho nhan cookies, nhung né ciing c6
thé gidi han quy vi viéng c4c trang dién toan nao do.

DB gidi han s6 Iugng emails tap nhap vao trong hdp tha email cé nhén, quy vi
c6 thé tao mot dia chi email khac d€ diing cho cac sinh hoat nhét dinh trén
mang. C6 nhiéu dich vu emails dé quf vi chon.

Tinh bo va bam “delete” c4c tho tap nhap (Spam) DUng hoi dap, ngay ca
bam “unsubscribe” (tli chdi nhan), vi su hdi dap cla quy khang dinh rang
dia chi cla quy vi “hoat dong.”

Cé4c cong ty chinh déng s& c6 ndi quy vé bao vé sy riéng tu c4 nhan. Noi
quy phai tuyén bd rd rang khi ndo va céch cong ty ¢ thé st dung di kién
ca nhan cla quy vi. néu quy vi khong hai 1ong véi cach cong ty bao vé tin
tdc ca nhan cla quy vi, ra khoi trang dién toan do. Tim nhan hiéu “trust
mark” (d4u An tin cy), nhu TRUSTe, d6 13 dAu higu cd cau chiing cac ndi
quy bao vé su riéng tu dang tin.

Néu quy vi ¢ con céi, hdy day con biét diing tiét 10 chi tiét ca nhan

trén cac trang dién todn. (Luat Children’s Online Privacy Protection Act
[COPPA] bao vé dif kién c4 nhan ctia tré em trén mang dién toan doi hoi
c4c trang dién toan phai xin phép su dong y clia phu huynh khi gom tu hay
st dung bt ky chi tiét ca nhan nao cla tré em dudi 13 tudi.)

Bao Vé Con Em ctia Quy Vi Trén Mang

Tré em ¢0 thé hoc héi rat nhiéu qua mang dién todn, nhung khong phai tit ca
c4c thong tin hay ndi dung trén mang phil hap cho tré em hay thiéu nién. D8
gilip bdo dam con em clia quy vi c6 c4c kinh nghiém ot va an toan khi diing
mang, quy vi nén chl dong trong cAc sinh hoat trén mang ma con quy vi chi
y tdi.

Poc c4c “blogs” (chil tat clia web Jog) ma con em quy vi ua thich, viéng va
trd thanh “ban” clia mang IuGi tro chuyén trong mang clia tui nd. Ni chuyén
vi con céc tin tiic ndo phit hop dé chia xé va cai no cén dugc gid kin. Gii
thich cho con hiéu su khong an toan néu n6 di mot minh dé gap ngudi ndo né
“quen” trén mang dién toan. Quy vi ciing cho con minh biét khong nén cho
d4m ban quen trén mang ludi chuyén trd hay ban 6 cAc trang dién toan khac
biét m4t ma cla minh. HO so (account) va dif kién c4 nhan c6 thé bi tiét 1
va bj dénh cap.

Gilt dudng gidy dbi thoai md rong. Khuyén khich con cai dat cau héi va chia
sé kinh nghiém diing mang dién toan véi quy vi. Hay cho ching higu quy vi



sé khong triing phat hay s& khdng cho con I8n mang nia néu chiing cho quy
vi biét bét cit ddi thoai nao trén mang cd tinh cach de doa hay khong thich
hgp, ké ca viéc bt nat. Hay gii thich vi sao bat nat tré con khac 14 diéu
khong ding.

BAo cac hanh vi xach nhiu va 1ia loc i cc c quan tham quyén bao gdm
nha trutng, sG canh sat dia phuang, hay CyberTipline (www.cybertipline.com
hodc goi s0 800-843-5678).

NGi chuyén vdi con cai vé cac nguy cd khi diing mang dién toan, va dat ra
c4c lut 18 vé nhiing gl con clia quy vi ¢d thé 1am va cac trang dién todn
n3o tui nd cd thé viéng trén mang. Cac bd phan phan mém dugc ché tao
dac biét dé quan Iy viéc diing mang dién toan cd thé gip quy vi bo vé su
an ninh cho con ctia minh. Nén hoc qua vé cac cach théic bao vé an ninh
tai kids.getnetwise.org/tools.

Cac Hudng Dan va Cach Thiic Gitr An Ninh Khac

Dudi day ligt k& cac cach dé gia tang su an ninh va bdo mét cho quf vi
trén mang:

* L3p hd so luru céc ho s cla quf vi (it ra mdi tudn mot IAn).

* Bat hé thong hoat dong va cac phan mém khéc tu dong cap nhét. Quy
vi ¢6 thé chon cp nhat trong gid thuan tién, khi khong dung may dién
toan.

* Xod hét moi thif trong méy trudc khi ban, ting hay thai méy di.

* B4o d4m rang mang dién toan c6 an ninh bang c4ch tim SSL encryption
(mat ma hod) 13 (“https://” chit khong phai chi 13 “http://”) va ¢ dau higu
0 khoa ddng hay hinh chic chia khéa nguyén ven trong khung dd fim. Diing
bao git dénh s6 thé khAu trir hay the tin dung hodc trugng muc nha bang
trlt khi quy vi d3 kiém qua céc diu trén. Da sb c4c trang dién toan thuong
mai co SSL ecryption an toan dé mua sam trén mang.

o Khi mua sam trén mang dién toan nén dung thé tin dung vi né an toan
han 13 thé khu trir. SO tién quy vi chiu trach nhiém phai tra 13 $50 néu c6
su dung trai phép thé cta quy vi. Trach nhiém phai tra cho su st dung thé
tréi phép cao hon nhiéu cho thé khau tril, tly thudc vao lic ndo quy vi khai
mAt thé, va da sb thé khau trlf lién két véi truong muc nha bing clia quf vi,
c6 nghia 13 k8 trom cd thé vét sach hét tién cla quy vi.

* Dirng dé bd phan do tim clia quy vi gl lai danh tinh c4 nhén trong yéu
va mat ma clia quy vi khi “log in” (vao) trugng muc nha bing hay bét ky céc

trang ndo ¢ Iuu tri tin tiic vé thé khAu trr va thé tin dung cla quy vi cho
“one stop shopping” (mdt clia hang ban dd moi th). Diéu nay vo cing quan
trong nhat 13 khi quy vi diing chung may hay st dung méy & thu vién cong
cong. Xoa sach cac tin tlic nay béng c4ch bAm vao chii “Tools” da sb nam
trén c4c chd do tim va chon “Delete Browsing History” hay “Clear Private
Data.” (cac chil ¢6 thé khac nhau mot chit ty vao chuong trinh do tim nao
quy vi sti dung)

o Chi mua sam véi cla hang trén mang nio quy vi tin tudng.

o Néu quy vi nghi mdt tho email ndo mao nhan tén, lién lac truc tiép i
cong ty. Mot ca s6 thuang mai déing dan s khong bao gid héi cac dif kién
¢4 nhan clia quy vi trong email. BAm bd thd email nay va diing hdi dap.

* Can than vé viec md hd s dinh kem “attachments,” viéng cac trang
dién toan xa la, va ti xubng (download) cac phan mém “mién phi.” Ding
tai hay chia chung ho so nhac hay phim truyén véi ngudi la — hd so quy vi
nhan dugc c6 thé mang virus, spyware hay ndi dung khong thich hgp. (Va
diing chung céc tai lidu da c ban quyn 13 vi pham luat)

* Dilng chuyén cac “chain letters” (tha truyén tay) va céc email tap
nhap tdi ngudi khac, cho dii quy vi nght né tdc cudi hay hifu ich. Quy vi c6
thé bj xem 13 ngudi gdi tho bay ba hay & hon nifa 13 da chuyén mot ho so
phé hoai dén cho ngudi khac. Kiém tat ca céc emails trén trang chng Iiia
phinh (www.snopes.com hay www.quatloos.com) truéc khi quy vi bam nit
“forward” d& quy vi dimg loan tai c4c tin tdc that thiét “urban myths” nay.
o Tin vao linh cam ctia quy vi. Néu diéu gi c6 vé khd tin, nd ding 13 nhu
vay. Su phong thdi an toan nhat cho quy vi khi [én mang 13 su xét doan
diing ctia quy vi.

* Suy nghi ky trudc khi bAm va cac bang quang cdo hay c4c quang céo
hién I&n bt ngd “pop up window.” Bam vao dau X ¢ phia gdc trén bén
phai clia s0 dé ngung cac quang cdo nay.

e Nén canh giac cac nhac, trd choi va cac download khac thudng vi nd
bao gdm ludn cac phan mém vo dung trong do.

« Dirng diing email hay 13i nhan lién, hodc IM, dé gdi di c4c tin tic c4
nhan trong yéu nhu s6 thé tin dung, mat ma, ngay sinh thang dé hay so thé
an sinh xa hoi clia quy vi.

* Ciing p dung céc diéu cAn trong nhu vay néu quf vi nbi mang dién
toan qua dutng day dién thoai smart phone hay c4c bo phan nbi mang
dién toan khéc.

Trg Gitip va Huéng Dan

Céc co quan dudi dy 13 noi déng tin cAy dé quy vi mubn tim hiéu thém
Vé su an toan trén mang dién toan.

Family Online Safety Institute * www.fosi.org

Family Online Safety Institute 13 hoc vién v vu loi gilip mang dién todn sé
a noi an toan hon cho tré em va gia dinh cta cac em.

OnGuard Online » www.onguardonline.gov v
Chinh quyen Lién Bang Hoa Ky va cc hang ky thuat cung (ing c4c hudng
dan va chi dan dé khuyén khich viéc st dung mang dién toan cho an toan
va an ninh.

Privacy Rights Clearinghouse * www.privacyrights.org

Privacy Rights Clearinghouse 1a cd quan vo vu Igi cung (ing mt thu vién
tin tdc, tlf cac chi din cho ngudi im viéc trén mang cho dén cach mua
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sam an toan trén mang dién toan.

Co Quan Tac Bong Gidi Tiéu Thu (Consumer Action)
la mét co quan vé vu lgi giao duc va bénh vuc cho
nguoi tiéu thu, cung itng tin tirc va huéng dan vé su
bao mat, bao gém cac quyén han ctia quy vi va cach
tranh bj lura loc.

AN TOAN TREN MANG
Consumer Action DIEN TOAN
www.consumer-action.org

Lién Lac Puong Day Khan Cha Chung Toi Tai:

www.consumer-action.org/hotline/complaint_
form

Cam Nang Bao Vé

Su Kin Dao va An Ninh
Cho Ngudi St Dung May Dién Toan

415-777-9635
C6 néi tiéng Trung Hoa, Anh va Tay Ban Nha

An ban cua
Co Quan Tac Bong Gi¢i Tiéu Thu
(Consumer Action)

An ban nay do Consumer Action bién soan v@di su hop
tac cua Microsoft. © Consumer Action 2009.
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